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x", "version": "Ubuntu 22.04 LTS", "ip": "192.168.0.2", "name": "kwon-blue-leader", "service": "test-se
rvice", "role": "test-service-role", "alive": 1, "etc": "for server comment"}[ec2-user@ip-10-111-1-38 ~
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-H "X-api-key: 63LS9P3p3b6KKcgQN8Yrc4cPAUQThjx83rHaUglM"

{"message":"Forbidden"}[ec2-user@ip-10-111-1-38 ~]$
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jec2-user@ip-10-111-1-38 ~]$ curl https://xglevwxru3.execute-api.ap-northeast-2.amazonaws.com/vl/srv/1
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hjkwon0825 > & > @ ~ https://xglevwxru3.execute—api.ap—-northeast-2.amazonaws.com/vl1l/srv/1
-H "X-api-key: 63LS9P3p3b6KKcqQN8Yrc4cPAUQThjx83rHaUglM"
curl: (6) Could not resolve host: xglevwxru3.execute-api.ap—-northeast-2.amazonaws.com

hjkwon0825 > & > & ~

> Xglevwxru3.execute—apl.ap—-northeast-2.amazonaws.com
Server: 8.8.8.8
Address: 8.8.8.8#53

**¥ server can't find xglevwxru3.execute—apil.ap—-northeast-2.amazonaws.com: NXDOMAIN
>
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Interface
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2.amazonaws.com

jec2-user@ip-10-111-1-38 ~]$ nslookup
-gyyngyhn.execute-api.ap-northeast-2.vpce.amazonaws.com

> vpce-
Server:
Address:

169.254.169.253
169.254.169.253#53

Non-authoritative answer:

Name: vpce-

-gyyngyhn.execute-api.ap-northeast-2.vpce.amazonaws.com

Address: 10.111.4.238

Name: vpce-

-gyyngyhn.execute-api.ap-northeast-2.vpce.amazonaws.com

Address: 10.111.v.413
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kwon-nlb-test C

3
2

v NF Z=

ZC WM Y AER VPC ZC WM IP FTA §F

HEQZ ©® &4 vpc-02f52e24ee170ef78 [ IPv4

H|A| SAR HA 72 99 MMEl St

Internal ZIBE1TIR4HY56 subnet-0c88659551ec33247 [4 ap-northeast- 20243 10 24¥, 05:29 (UTC+09:00)

2c¢ (apne2-az3)

subnet-05d96571cc86e680d [4} ap-northeast-
-~ _ [ .~ 1)
@ DNS 0|2 EAlE

ZC 2 ARN

o 1Ld ==

arn:aws:elasticloadbalancing:ap-northeast-2:385423560848:loadbalancer/net/kwon-nlb-test/78 kwon-nlb-test-780708f8cfa81629.elb.ap-northeast-2.amazonaws.com (A 2|ZE)
0708f8cfa81629

hjkwon0825 > & > # ~
> kwon—-nlb-test-780708f8cfa81629.elb.ap—northeast-2.amazonaws.com
Server: 3.8.8.3
Address: 8.8.8.8#53

Non—-authoritative answer:

Name: kwon—-nlb—-test-780708f8cfa81629.elb.ap—northeast-2.amazonaws. com
Address: 10.111.11.135

> |




API0]| CH3 VPC AIEZQIE

https://{public-dns-hostname}.execute-api. {region}.vpce.amazonaws.com/ {stage}

OlE =01 test AE|O|X|0f CHEH GET /pets HIAMEE 27511 REST API ID7} abc1234, I E2] DNS S2E 0[§0| vpce-
def-01234567, 2|F0| us-west-29 AL cURL HH2=Z Host sIGE AIE3510{ VPCe IDZ =208l APIE ZI8X o2 S&8
T ALY

curl -v https://vpce-def-01234567.execute-apl.us-west-2.vpce.amazonaws.com/test/pets

=2 42 cURL BE 22 x-apigw-api-1d |G E AlEst0 API IDE &3l Z2t0|8] APIE ZHEEC2 S8 &+ /USLICL

curl -v https://{public-dns-hostname}.execute-api. {region}.vpce.amazonaws.com/{stag
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hjkwon@825 > & ) # ~ https://kwon-nlb-test-780708f8cfa81629.elb.ap—-northeast-2.amazonaws.c
om/vl/srv/1 -H 'x—apigw—apl-1id:xglevwxru3' —-H "X-api-key: 63LS9P3p3b6KKcgQN8Yrc4cPAUQThjx83rHaUgl
MII

curl: (60) SSL: no alternative certificate subject name matches target host name 'kwon-nlb-test-7
8070818cftfa81629.elb.ap—northeast-2.amazonaws.com’
More details here: https://curl.se/docs/sslcerts.html

curl failed to verify the legitimacy of the server and therefore could not
establish a secure connection to i1it. To learn more about this situation and
how to fix 1t, please visit the web page mentioned above.

hjkwon0825 > & > @ ~ rL https://kwon-nlb-test-780708t8cta81629.elb.ap—northeast-2.amazonaws.c
om/vl/srv/1 -H 'x—apigw—api-id:xglevwxru3' -H "X-api-key: 63LS9P3p3b6KKcqQN8Yrc4cPAUQThjx83rHaugl
M" -k
{"aws_account_id": '"385423560848", '"aws_account_name': "X01", "instance-id": "i-123123123", "os'":
"linux", "version": "Ubuntu 22.04 LTS", "1ip": "192.168.0.2", "name"': "kwon-blue-leader', "servic

e'": "test-service", "role": "test-service-role", "alive": 1, "etc": "for server comment“}%
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H= 4. = © - NAPoINT 5'a —=
1~ <html>
2~ <head>
3~ <script>
4 const url = "https://kwon-nlb-test-780708f8cfa81629.elb.ap-northeast-2.amazonaws.com/v1l/srv/1";
5~ const headers = {
6 'X-apigw-api-1d': 'xglevwxru3',
/ 'X-api-key': "63LS9P3p3b6KKcqON8Yrc4cPAUQThIx83rHaUglM'
8 s
9- fetchCurl, {
10 method: 'GET',
11 headers: headers
12 ~ }).then(response => {
13~ 1f (!response.ok) {
14 throw new Error('Network response was not ok ' + response.statusText);
15 }
16 return response.json();
17 ~ }).then(data => {
18 console. log(data);
19 -~ }).catch(error => {
20 console.error(error);
21 1)
22 </script>
23 </head>
24 <body></body>
25 </html>|




AFEl 2. NLBE E8t VPC Endpoint =7 913 A|E

Name Status Type

=] test.html 200 document

@ 1 e fetch
1 preflight
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Name X Headers Preview Response Initiator Timing

file:/[/[Users/hjkwon0825/test.html
I=J LCoL.liLitn Vbenera|

€ 1
1

Request URL.: https://kwon-nlb-test-780708f8cfa81629.elb.ap-northeast-2.amazonaws.com/v1/srv/1
Request Method: OPTIONS

Status Code: » 403 Forbidden

Remote Address: 10.111.11.135:443

Referrer Policy: strict-origin-when-cross-origin

» Response Headers (8)

v Request Headers

Accept: -

Accept-Encoding: gzip, deflate, br, zstd

Accept-Language: ko-KR,ko;q=0.9,en-US;g=0.8,en;q=0.7
Access-Control-Request-Headers: X-api-key,x-apigw-api-id

Access-Control-Request-Method: GET

Connection: keep-alive

Host: kwon-nlb-test-780708f8cfa81629.elb.ap-northeast-2.amazonaws.com
Origin: null

Sec-Fetch-Dest: empty

Sec-Fetch-Mode: (of0] £

Sec-Fetch-Site: cross-site

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/129.0.0.0 Safari/537.36
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U= Routeb3

Route53 BHZI=S AIE510] 20|l API 71N S =
OlE = majo|Hl APIS} 012 i o1 SiF| THIS ARBIAIALS.

VPC AIEZQIES mato|4l REST API HIZSHALE 92 SIS 4 UALICH XiMIEH LIRS (M=) AEH vPC =z

VPCAIEZQIES m2t0|8] APIR} Q1Zet = O3 7|2 URLSE AIESI0 APIE HEX 22 559 4+ JUSLICL

https://{rest-api-id}-{vpce-id}.execute-api. {region}.amazonaws.com/ {stage}

T /pets HAEE HF st REST API ID7t ©1234567ab, VPC ¢l E ID7t vpce-01234567abcdef@12, 2|X0| us-west-2 Q! 2L Ct31t &

=

O£ =01 test AH|O[X|0] G

O| APIE U TEHZ 258 = § % |CF.

curl -v https://01234567ab-vpce-01234567abcdef@12.execute-api.us-west-2.amazonaws.com/test/pets

REST API ID : xglevwxrud / VPCE ID : vpce-029c035d60%1ceab8b

— https://xglevwxrud-vpce-029c035d6071ceab8b.execute-api.ap-northeast-2.amazonaws.com



APl |5 MH

API O|Z

kwon-apigw-test

AMod
= O

X AWS 2|F0]| BHEE[O JUELICE WX = K3 APl= 2FE 71 7MIH2 CloudFront B X|H 22 et LTt Z2t0|8] API= VPCO|AMEE
L

® Z2to|8l API= API HO|ESI0I8 VPC ASEQIES EsiMT AMAS £ YBLICH VPC A ZOIES MASHT 2|AA H
22 £7}510{ VPC L VPC ASZOIE0| Zato[4! APIO] CifEt AIA HBHS HO{5IMIR. KiA|5| Lot

-1-

Route53 HAl0§|

Q. vpce-029c¢03d6091ceab8b NZ
: QERAFZOIX 2 E

CXOIE |D -AMEH AfE  HHE




HE. Route53 A €8

hjkwon@825 > & > # ~ _
> Xglevwxru3-vpce- 029c®3d6®91cea68b execute—-apl.ap—-northeast-2.amazonaws.com
Server: 3.8.8.8
Address: 8.8.8.8#53

Non—-authoritative answer:

Name: Xglevwxru3-vpce-029c03d6091ceab8b.execute—api.ap—northeast-2.amazonaws.com
Address: 10.111.0.213

Name: Xglevwxru3—-vpce-029c03d6091ceab8b.execute—apli.ap—northeast-2.amazonaws.com
Address: 10.111.4.238

>

hjkwon@825 > & » ~ rL https://xglevwxru3-vpce-029c03d6091ceab8b.execute—api.ap—-northeast-2.amazonaws.com/vl/srv/1
-H "X-api-key: 63LS9P3p3b6KKcqQN8Yrc4cPAUQThjx83rHauUglM"
{"aws_account_id": "385423560848", "aws account name'": "X01", "instance-id": "i-123123123", "os": "1linux", "version": "U
buntu 22.04 LTS", "ip": "192.168.0.2", "name": "kwon-blue-leader", "service": "test-service", "role": "test-service-role
"o "alive': 1, "etc": "for server comment“}%

W1 kwnnAf




ZE.

Name

Route53

Status Type

=] test.html 200 document

Gr
Gr

200 fetch
200 preflight

Name X Headers Preview Response Initiator Timing

Gr
s

file:///[Users/hjkwon0825/test.html {

"aws _account id": "385423560848",
"aws_account_name": "X01",
"instance-1id": "1-123123123",
"os": "linux",

“version': "Ubuntu 22.04 LTS",
"ip": "192.168.0.2",

"name”: "kwon-blue-leader"”,
'service": "test-service”,
"role": "test-service-role",
"alive”: 1,

! "for server comment"

etc
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* https://docs.aws.amazon.com/ko_kr/apigateway/latest/developerguide/

opigateway-private-api-test-invoke-url.html#apigateway-private-api-route55-

alias

e https://repost.aws/ko/knowledge-center/direct-connect-private-api-gateway

e hitps://docs.aws.amazon.com/ko_kr/Route>S/latest/DeveloperGuide/routing-to-

vpc-interface-endpoint.himl
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